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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
MARITIME NAVIGATION AND RADIOCOMMUNICATION  

EQUIPMENT AND SYSTEMS –  
DIGITAL INTERFACES –  

 
Part 450: Multiple talkers and multiple listeners –  

Ethernet interconnection 
 

FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC 
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and 
non-governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates 
closely with the International Organization for Standardization (ISO) in accordance with conditions determined 
by agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 

International Standard IEC 61162-450 has been prepared by IEC technical committee 80: 
Maritime navigation and radiocommunication equipment and systems. 

This bilingual version (2018-10) corresponds to the monolingual English version, published in 
2018-05. 

This second edition of IEC 61162-450 cancels and replaces the first edition published in 2011 
and Amendment 1:2016. This edition constitutes a technical revision. 

This edition includes the following significant technical changes with respect to the previous 
edition: 

a) network traffic filtering based on IGMP snooping added; 
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b) network traffic balancing added; 
c) new encapsulation of IEC 61162-3 PGNs added; 
d) new alternative for binary file transfer added: TCP/IP based on Annex H of 

IEC 62388:2007 on radars; 
e) general authentication tag "a:" added to support managing of cyber security risk. 

The text of this International Standard is based on the following documents: 

FDIS Report on voting 

80/880/FDIS 80/885/RVD 

 
Full information on the voting for the approval of this International Standard can be found in 
the report on voting indicated in the above table. 

The French version of this standard has not been voted upon.  

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 

A list of all parts in the IEC 61162 series, published under the general title Maritime 
navigation and radiocommunication equipment and systems -Digital interfaces, can be found 
on the IEC website. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 
the specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

http://webstore.iec.ch/


IEC 61162-450:2018 © IEC 2018 – 9 –  

MARITIME NAVIGATION AND RADIOCOMMUNICATION  
EQUIPMENT AND SYSTEMS –  

DIGITAL INTERFACES –  
 

Part 450: Multiple talkers and multiple listeners –  
Ethernet interconnection 

 
 
 

1 Scope 

This part of IEC 61162 specifies interface requirements and methods of test for high speed 
communication between shipboard navigation and radiocommunication equipment as well as 
between such systems and other ship systems that need to communicate with navigation and 
radio-communication equipment. This document is based on the application of an appropriate 
suite of existing international standards to provide a framework for implementing data transfer 
between devices on a shipboard Ethernet network. 

This document specifies an Ethernet based bus type network where any listener can receive 
messages from any sender with the following properties. 

• This document includes provisions for multicast distribution of information formatted 
according to IEC 61162-1, for example position fixes and other measurements, as well as 
provisions for transmission of general data blocks (binary file), for example between radar 
and VDR, and also includes provisions for multicast distribution of information formatted 
according to IEC 61162-3, for example position fixes and other measurements. 

• This document is limited to protocols for equipment (network nodes) connected to a single 
Ethernet network consisting only of OSI level one or two devices and cables (Network 
infrastructure). 

• This document provides requirements only for equipment interfaces. By specifying 
protocols for transmission of IEC 61162-1 sentences, IEC 61162-3 PGN messages and 
general binary file data, these requirements will guarantee interoperability between 
equipment implementing this document as well as a certain level of safe behaviour of the 
equipment itself. 

• This document permits equipment using other protocols than those specified in this 
document to share a network infrastructure, provided that it is supplied with interfaces 
which satisfy the requirements described for ONF. 

• This document includes provisions for filtering of the network traffic in order to limit the 
amount of traffic to manageable level for each individual equipment. 

This document does not contain any system requirements other than the ones that can be 
inferred from the sum of individual equipment requirements. An associated standard, 
IEC 61162-460, further addresses system requirements. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies. 

IEC 60825-2, Safety of laser products – Part 2: Safety of optical fibre communication systems 
(OFCS) 
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IEC 60945, Maritime navigation and radiocommunication equipment and systems – General 
Requirements – Methods of testing and required test results 

IEC 61162-1:2016, Maritime navigation and radiocommunication equipment and systems – 
Digital interfaces – Part 1: Single talker and multiple listeners 

IEC 61162-3:2008, Maritime navigation and radiocommunication equipment and systems – 
Digital interfaces – Part 3: Serial data instrument network 

IEEE Std 802.3-2015, IEEE Standard for Ethernet 

ISOC RFC 768, User Datagram Protocol, Standard STD0006 

ISOC RFC 791, Internet Protocol (IP), Standard STD0005 (and updates) 

ISOC RFC 792, Internet Control Message Protocol (ICMP), Standard STD0005 (and updates) 

RFC 793:1981, Transmission Control Protocol (TCP) 

ISOC RFC 826, An ethernet Address Resolution Protocol 

ISOC RFC 1112, Host Extensions for IP Multicasting, Standard STD0005 (and updates), 
(include IGMP version 1) 

ISOC RFC 1918, Address Allocation for Private Internets, Best Current Practice BCP0005 

ISOC RFC 2236, Internet Group Management Protocol, Version 2 

ISOC RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 
Headers 

ISOC RFC 3376, Internet Group Management Protocol, Version 3 

ISOC RFC 5000, Internet Official Protocol Standards, Standard 0001 

ISOC RFC 5227, IPv4 Address Conflict Detection 

ISOC RFC 5424, The Syslog Protocol 

NMEA 0183:2008, Standard for interfacing marine electronic devices, Version 4.00 

NOTE The standards of the Internet Society (ISOC) are available on the IETF websites http://www.ietf.org. Later 
updates can be tracked at http://www.rfc-editor.org/rfcsearch.html. 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

3.1  
ASCII 
printable 7 bit character encoded in one byte 

http://www.ietf.org/
http://www.rfc-editor.org/rfcsearch.html
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1 Domaine d'application 

La présente partie de l'IEC 61162 spécifie les exigences d'interface et les méthodes d'essai 
de la communication à grande vitesse entre les matériels de navigation et de 
radiocommunication embarqués, et entre ce type de systèmes et d'autres systèmes de 
navigation qui nécessitent de communiquer avec les matériels de navigation et de 
radiocommunication. Le présent document repose sur l'application d'une série appropriée de 
normes internationales existantes visant à définir le cadre de mise en œuvre du transfert de 
données entre les dispositifs sur un réseau Ethernet embarqué. 

Le présent document spécifie un réseau de type bus Ethernet dans lequel un récepteur peut 
recevoir des messages d'un émetteur avec les propriétés suivantes. 

• Le présent document comporte les dispositions en matière de distribution multidiffusion 
des informations mises en forme selon l'IEC 61162-1 (relevés de position et autres 
mesurages, par exemple) et en matière de transmission de blocs de données générales 
(fichier binaire) entre un radar et un VDR, par exemple. Enfin, il contient les dispositions 
relatives à la distribution multidiffusion des informations mises en forme selon 
l'IEC 61162-3 (relevés de position et autres mesurages, par exemple). 

• Le présent document se limite aux protocoles pour les matériels (nœuds de réseau) 
connectés à un seul réseau Ethernet composé uniquement d'un ou de deux dispositifs et 
câbles de niveau OSI (Infrastructure de réseau). 

• Le présent document fournit les exigences relatives aux interfaces de matériel uniquement. 
En spécifiant les protocoles de transmission des sentences IEC 61162-1, des messages 
PGN IEC 61162-3 et des données générales de fichier binaire, ces exigences assurent 
l'interopérabilité entre le matériel mettant en œuvre le présent document, ainsi qu'un 
certain niveau de comportement sûr du matériel lui-même. 

• Le présent document permet au matériel utilisant d'autres protocoles que ceux qu'il 
spécifie de partager une infrastructure de réseau comportant des interfaces satisfaisant 
aux exigences décrites pour l'ONF. 

• Le présent document comporte les dispositions en matière de filtrage du trafic réseau afin 
de limiter la quantité de trafic à un niveau que chaque matériel individuel peut gérer. 

Le présent document ne comporte aucune exigence système autre que celles qui peuvent 
être déduites de la somme des exigences du matériel seul. La norme connexe IEC 61162-
460 aborde les exigences système. 

2 Références normatives 

Les documents suivants cités dans le texte constituent, pour tout ou partie de leur contenu, 
des exigences du présent document. Pour les références datées, seule l’édition citée 
s’applique. Pour les références non datées, la dernière édition du document de référence 
s'applique (y compris les éventuels amendements). 

IEC 60825-2, Sécurité des appareils à laser – Partie 2: Sécurité des systèmes de 
télécommunication par fibres optiques (STFO) 
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IEC 60945, Matériels et systèmes de navigation et de radiocommunication maritimes – 
Spécifications générales – Méthodes d'essai et résultats exigibles 

IEC 61162-1:2016, Matériels et systèmes de navigation et de radiocommunication maritimes – 
Interfaces numériques – Partie 1: Émetteur unique et récepteurs multiples  

IEC 61162-3:2008, Maritime navigation and radiocommunication equipment and systems – 
Digital interfaces – Part 3: Serial data instrument network (disponible en anglais seulement) 

IEEE Std 802.3-2015, IEEE Standard for Ethernet (disponible en anglais seulement) 

ISOC RFC 768, User Datagram Protocol, Standard STD0006 

ISOC RFC 791, Internet Protocol (IP), Standard STD0005 (and updates) 

ISOC RFC 792, Internet Control Message Protocol (ICMP), Standard STD0005 (and updates) 

RFC 793:1981, Transmission Control Protocol (TCP) 

ISOC RFC 826, An ethernet Address Resolution Protocol 

ISOC RFC 1112, Host Extensions for IP Multicasting, Standard STD0005 (and updates), 
(include IGMP version 1) 

ISOC RFC 1918, Address Allocation for Private Internets, Best Current Practice BCP0005 

ISOC RFC 2236, Internet Group Management Protocol, Version 2 

ISOC RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 
Headers 

ISOC RFC 3376, Internet Group Management Protocol, Version 3 

ISOC RFC 5000, Internet Official Protocol Standards, Standard 0001 

ISOC RFC 5227, IPv4 Address Conflict Detection 

ISOC RFC 5424, The Syslog Protocol 

NMEA 0183:2008, Standard for interfacing marine electronic devices, Version 4.00 

NOTE Les normes de l'Internet Society (ISOC) sont disponibles sur les sites Web de l'IETF à l'adresse 
http://www.ietf.org. Les dernières mises à jour peuvent être consultées à l'adresse http://www.rfc-
editor.org/rfcsearch.html 

3 Termes et définitions 

Pour les besoins du présent document, les termes et définitions suivants s'appliquent. 

3.1  
ASCII 
caractère imprimable de 7 bits codé sur un octet 
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